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System.Net.Sockets
Socket Win32

m NET
— Socket
— TcpClient/UdpClient/TcpListener
C ] — WebRequest/WebResponse
I — HTTP/FTP/File+ WebRequest/WebResponse
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Net Win32
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1.1 .NET
m System.Net.Sockets.Socket
System.Net
m Socket
_ Send
Recelve
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1.2 NET

m Socket

public Socket [
AddressFamilvy addressFamilvy,
SocketTvpe socketType,
ProtocolTvpe protocolTvype

- 1 Socket
AddressFamily.InterNetwork
P 4

- 2
SocketType.Stream

— 3 Socket
ProtocolType.Tcp TCP
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1.2.1 TCP/UDP

TCP

Socket s = new Socket (AddressFamilv. InterNetwork,
SocketTvpe. Stream, ProtocolTvpe. Tep)

UDP

Socket s = new Socket (AddressFamily. InterNetwork,
SocketType. Dgram, ProtocolType. Udp) -
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m Socket
— Blocking
— Connected
— LocalEndPoint EndPoint
— RemoteEndPoint EndPoint

— SocketType




&

7.9 1AL umlorgen

Q@QCI) N A R 5T

m Socket
— Accept
- Bind
— Close
— Connect
— Disconnect
— Listen
— Receive/ReciveFrom
— Select
— Send/SendTo/SendFile
— SetSocketOption/GetSocketOption
— Shutdown
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1.2.2

. Connect
Send/SendTo Recelve/RecelveFrom

— Bind
Socket Listen
Accept Socket
— Socket Shutdown
Close Socket

]
B
I Begin/End
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1.2.3 Bind
[ ]
Socket.Bind()
m Bind
IPEndPoint IPAddress.Any
IPEndPoint
m LocalEndPoint
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1.2.4 Listen

m Socket.Listen()

public void Listen |
int backlog
)

— backlog




ReceweBuffer ReceiveTimeout
— 3 true/false true false
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1.2.5 SetSocketOption
public void SetSocketOption (

SocketOptionlevel optionlLevel,

SocketOptionName optionName,

bool optionValue

Socket, IP, TCP, UDP;
1 Broadcast,
]
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m TCP/IP

NET EndPoint
IP IPEndPoint
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1.3.1 IPEndPoint

N
public IPEndPoint ( public IPEndPoint
[PAddress address, long address,
int port int port
) )
m  |PEndPoint

IPAddress myIP = IPAddress.Parse("127.0.0.1");
IPEndPoint myServer = new IPEndPoint (myIP, myPort);

Win32 IP
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1.3.2
m |IPAddress  System.Net
O P
IPAddress
— Parse ();
— Any;
— Broadcast;
— Loopback;

— None;
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1.3.3

m Dns

m |PHostENtry
IP Dns

m  |PHostEntry DNS
DNS
IPHOStENtry IP

Win32
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1.3.4

m Dns.Resove IPHOStENtry

public static IPHostEntrv Resolwve
string hostName
)

IPHostEntry host = Dns.Resolve ("fun"});
Console.WriteLine (host.AddressList[0].ToString ());
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1.3.5 Dns

m GetHostName()

public static string GetHostName();
string hostname = Dns.GetHostName();

m GetHostByName() DNS

public static IPHostEntry GetHostByName (
string name;

)
m GetHostByAddress()

public static IPHostEntry GetHostByAddress (  public static IPHostEntry GetHostByAddress (
string ip; IPAddress ip;

) )
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|

try {
IPHostEntry hostInfo = Dns=s.GetHostByName (hostlName) ;
TPAddre=s=[] addres=s = hostlInfo.bfddres=sLi=st?
String[] alias = hostInfo.Aliases;

Con=ole.WritelLine ("Ho=t name
Console . WritelLine ("“n&liases

NSRBI

" + hostInfo.HostName) ;

for{(int index=0; index <« alias.Length; index++) {
Con=sole. . WritelLine (alia=s[index])

H

Console . WritelLine ("“"nIP addre=ss list : ") :
for(int index=0; index «< addres=s.Length; index++)
Con=ole.WritelLine (addres=s[index]) ) -

:at:htSncketExceptlnn e) {

Console . WritelLine ("SocketException caught!!Iv);
" 4+ e.Source):
" 4+ e.Mesz=sage)

Con=socle . WritelLine ("Source :
Consocle . WritelLine {"Me=z=zage

¥
catch (Exception &) {

Con=ocle.WritelLine ("Exception caught!?!!!™}) ;
" 4+ e.Source) ;

Con=ole.WritelLine ("Source
Con=ole.WritelLine ("Me=sz=zage

" 4+ e.MHMe=s=age) ;

i
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1.3.7 2

IPHostEntry local = Dns.GetHostByName (Ins.GetHostName());
IPEndPoint iep = new IPEndPoint (local.lddressList[0],
g0o00) ;

Socket newserver = new Socket (AddressFamily.InterNetwork,
SocketType.Stream,
ProtocolType.Tcp);

newserver.Bind(1ep);

newserver.Listen(3);

m\Win32




QQQQQ N A R 5T
o5

rS /J\A@ Hignlelgaie s

1.4 /

m SocketException Socket

O Socket Dns
SocketException

o SocketException.ErrorCode
, Message

try {

foa..

}
catch (SocketException e) |

Console.WritelLine ("{0} Error code: [1}.",
e.Mes=zsage,
e.ErrorCode) ;

return (e.ErrorCode) ;

}

return 0;
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/O .NET

Win32
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2.1.1 Accept

O public Socket Accept ()
m Accept
Socket
Socket.RemoteEndPoint

P
Win32
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Accept

Accept

Socket

Li=steningSocket = new Socket |
AddressFamily.InterNetwork,
SocketType.Stream,
ProtocolType.IP) ;

IPEndPoint LocalFndPoint = new IPEndFoint |
IPhddress.Any,

Fort) ;

ListeningSocket.Bind (LocalEndPoint) ;

ListeningSocket.Listen(3) ;

newCnnSocket = ListeningSocket.Zccept();
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2.1.2 Send

o Socket

public int Send ( public int Send (
brtel] buffer bytel| buffer,

) int size,
SocketFlass socketFlass

m SocketFlags SocketFlags.None

= Send

byte[] sndbuf = new byte[51Z2];
l clntsock. Send (sndbuf, sndbuf.Length, SocketFlags.None);
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Send

Socket.SendTimeout
Send
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2.1.3 Recelve

m  Socket ( 3 )

public int Receiwve (byte[]);

public int Receive (byte[], SocketFlags);

pukblic int Receiwve (byte[], int, SocketFlags);

pukblic int Receiwve (byte[], int, int, SocketFlags);
m Receive

Int
INt
Recelve

. ReceiveTimeout
l Receive SocketException
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byte[] msg = Encoding.UTFB. GetBytes ("This 1z a test");
byte[] bytez = new byte[Z2586];

Try

j

{

// BEERRETR

int 1 = gerver.Zend (msqg);
Congole.Writeline ("Sent {0} bytes.™, 1);

/1 TR

1 = gerver.Recelve (bvtes);
Congole.Writeline (Encoding. UTFE. GetString (bytes) ) ;

catch (SocketException el

Congole.Writeline ("{0} Error code: {1:.", e.Meszage,
return (e,ErrorCode) ;

e, ErrorCode)
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2.1.4

m System.Net.Sockets.NetworkStream

m NetworkStream Write  Read
/0O

m NetworkStream

— BeginWrite/EndWrite
] — BeginRead/EndRead
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Write
' bli i d id Write (
= Write ublic override void Write
int offset,
] int size
- 1 byte
NetworkStream
- 2 buffer
- 3 NetworkStream
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Read

public override int Read |

bvte[] buffer,
int off=et,
int =l1ze

— 1 NetworkStream

— 2 buffer
— 3 buffer
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Write/Read

focket newcnn = sock.Accept () ;
Networkitream n= = new Networkitream (newcnn) ;
string wmsg = "aaaaaaaaaaaaa’;

Evte[] whuf = Encoding.BigEndianUnicods. GetBytes (wmsg) ;

flOEEER

ne.Write (whuf, 0, buf.Length);

[

Byte[] rbuf = new Byte[51Z2];

ng.Read (rbuf, 0, rbkuf.Length):;

string rmsg = Encoding.BigEndianUnicods. Getdtring (rhuf) ;
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2.2

NET Connect

m TCP Connect
LocalEndPoint

N
Socket.RemoteEndPoint

Send/Recelve
NetworkStream Read/Write
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2.2.1 Connect

m NET Connect

public wvolid Connect (EndPoint remoteEP) ;
public vold Connect (IPAddress address,int port);
public wvold Connect (string host, int port);

NET 2.0

string 1p = "127.0.0.1";

int port = B765;

IPAddress ipaddr = IPAddress. Parse (1p);
IPEndPoint ep = new IPEndPoint (ipaddr, port);
sock. Connect (ep) ;
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2.3 /

— FirstNetwork.csproj

— ClientNetwork.cspro|
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2
3. / %

NET

/10

Win32
NT
/0

Win32 /10O




/0 Model
Blocking

Non- blocking

WSA- Async Select

WSA- Event Select

Over- lapped (events)

Over- lapped (comple-

tion port)

/

Attempted/Connected KB) Pool
7000/ 1008 25,6312 36,121
12,000/ 1008 25408 36,3512
7000/ 4011 4208 135,123
12,000/ 5779 524 156,260
7000/ 1936 3640 38,246
12,000/ 4077 4884 42992
7000/ 6999 10,502 36,402
12,000/ 11,080 19214 39.040
46,000/ 45,933 37.392 121,624
7000/ 5358 21,844 34944
12,000/12,000 60,576 48,060
49.000/48,997 241,208 155 480
7000/ 7000 36,160 31,128
12.000/12,000 59.256 38,862
50,000/49 997 242272 148,192

W R eEETH
Table 6-3 I'0 Method Performance Compay *“*’QQ.QCR "

/\/J\/]\/J\j\ Hignlelgaie s

Memory Used Non-Paged CPU Threads L HE0USHPUL OEIL AL

Usage er Second)

10 - 60% 2016 2,198,148/ 2,198,148
5- 40% 2016 404.227/402227
95 -

100%* : o
95 -
100%* : o

75-85% 3 1,610,204/ 1,637 819
90 -

100% 3 632,902/ 652,902

65 - 85% 113 4,921,350/ 5,186,257
50-60% 192 3217.493/3,217 493
80 - 90% 791
65 - 85% 66
35 - 45% 195
85 - 95% 791

40 - 50% 2

40 - 50% 2
55-65% 1
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Endinvoke

Begininvoke
ThreadPool
Endinvoke

Asyn-1.cs Asyn-4.cs
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/0

BeginAccept/EndAccept;
BeginConnect/EndConnect;
BeginReceive/EndReceive;
BeginSend/EndSend;
BeginReciveFrom/EndReceiveFrom;
BeginSendTo/EndSendTo;

Accept Connect Receive Send
BeginXXX/EndXXX
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3.3

m System.Threading.ManualResetEvent
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3.4

NET
Socket

Socket Socket
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3.5

/0O
“BeginXXX”

m BeginXXX
/O

Socket /0O
End XXX /0O
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e
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3.6 IAsyncResult

= |AsyncResult

H
BeginAccept
EndAccept
m |AsyncResult AsyncCallback
AsyncState
BeginXXX Object

mainSock.Beginlccept (new AsyncCallback (acceptCallback),
mainSock) ;
vold acceptCallback (IhsyncResult ar}d




CR@%Q@ N H R 0BT

;\/J\/l\/;\;\ uml.org.cn

3.7 Accept

m BeginAccept/EndAccept

public IAsyncResult BeginAccept (AsyncCallback, Object);
public Socket EndAccept (IAsyncResult);

— AsynCallback
— ODbject
— IAsynResult

— EndAccept




&

Q@Qq} NI eI
=55

/J\j\@ uml.org.cn

3.7.1 Accept

1) Socket
2) BeginAccept
3)
4) EndAccept
Socket Socket

AsyncCallback
void |AsyncResult
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o
A

static woid Main (stringl[] args) AN

O
1@

FServer server = new FServer () ;

server.ilnitSocket () ;

1f (false — server.bindListenSocket ()} {
Console.WriteLine ("ERR, Server will be exitting...");
return;

}

server.doClient () ;

}

f/ FrIsAbIEE P iEEE
public bool doClient () {
mainSock.Beginlccept |
new AsyncCallback (acceptCallback),
mainSock) ;

}
S S EEWLEREE I

vold acceptCallback (IRsyncResult ar) |

Socket sock = (Socket) ar.AsyncState;
ClientSocket o3 = new ClientSocket ()
cs.clntsock = sock.Endlccept (ar):;

VA = s o = v o o =2

fr o=

f/ EFtRiEFEY, el Bl EEEEAT
mainSock.Beginlccept |
new AsyncCallback (acceptCallback),
mainSock) ;
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3.8 Send

= Socket
m BeginSend/EndSend

public IAsyncResult BeginSend |
byte[] buffer,
int offset,
int =ize,
SocketFlags socketFlags,
LhayncCallback callback,
Obdject =state

)

public int EndSend (
ThsyncResult asyncResult

)
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— buffer

— offset

— size

— sockFlags Socket 0
— callback

— State

— IAsynResult

— EndSend
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BeginSend

= BeginSend Connect
BeginConnect Accept BeginAccept

= Accept BeginAccept
Connect BeginConnect BeginSend

BeginSend
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AsyncCallback

AsyncCallback
BeginSend

state
Socket

Socket State
BeginSend
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EndSend
EndSend
BeginSend
EndSend Socket
BeginSend
WaitHandle.WaitOne

System.Threading.ManualResetEvent
Set
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/] B EEGE 7 ¢

vold receiveCallback (IZsyncResult ar) |

O
1@

int rcvnum — sock.EndReceiwve (ar)
’7

Send (c=3) ;

£

1
/i EIEEAE

vold Send (ClientSocket acs) |

ClientSocket o3 — acs;
Socket sock = cs.clntsock;
StringBuilder sb = c=.s3b;

/S FEIRFEAERIAE
sb.Remove (0, sb.Length);
sb.hppend ("Thi=s 1= server response.");

cs.buf ocut = Encoding.ASCII.GetBytes (sb.ToString ())

/) IR EIEEEERIE P AL
sock.BeginSend (cs.buf ocut, 0, cs.buf out.Length,
SocketFlags.None,

new AsyncCallback (sendCallback), cs)

"y

"y

1
/i I ERIEERGEE

vold sendCallback (IhsyncResult ar) {
ClientSocket o3 = (ClientSocket) ar.hsyncState;
Socket sock = cs.clntsock;

int sndnum = sock.EndSend (ar);
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3.9 —Recelve

m BeginRecelve/EndRecelve

public IAsyncResult BeginReceilive |
byte[] buffer,
int offset,
int =size,
SocketFlags socketFlags,
AzyncCallback callback,
Object state

)

public int EndReceive |
IazsyncResult asyncResult

)
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—Recelve

— buffer

— offset

— Size

— sockFlags Socket 0
— callback

— State

— |AsynResult

— EndRecelve
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m BeginReceive
EndRecelve
callback

B EndRecelve

BeginReceive
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1900
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/i FEEWGEEIFERK
volid acceptCallback (IAsyncResult ar) |
Socket sock = (Socket) ar.ZsyncState;

ClientSocket cs = new ClientSocket ()

cs.clntsock = sock.EndRccept (ar);

cs.clntsock.BeginReceive (cs.buf in, 0, ClientSocket.BUF LEN,
SocketFlags.None,
new AsynecCallback (receiveCallback),
c3);

/1 EFEfRd, el LLEEEREA

mainSock.BeginAccept (new AsyncCallback (acceptCallback),

mainSock) ;

}
/I REEWEGE

volid receiveCallback (ILsyncResult ar) |
ClientSocket c=z = (ClientSocket) ar.lAsyncState;
int rcvnum = sock.EndReceive (ar);

Send (c=);

/7 RER R
sock.BeginReceive (cs.buf in, 0, ClientSocket.BUF LEN,
SocketFlags.None,

new AsyncCallback (receiveCallback),
c2);




IsyncResult asyncResult
)
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—Connect
m BeginConnect/EndConnect
public IZsyncResult BeginConnect |
EndPoint remoteEP,
AzyncCallback callback,
Object =state
public void EndConnect |
=
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—Connect
[
— remoteEP P
— callback
— State

— IAsynResult
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Sees

private static void StartClient() |
client.BeginConnect ( remoteEP,

new AsyncCallback (ConnectCallback),
client) ;
connectDone.WaitOne () ;

/] W mEAE

// Bend/Receive

private static void ConnectCallback (IZsyncResult ar)
Socket client = (Socket) ar.BAsyncState;

// Complete the connection.

client.EndConnect (ar) ;

Console.Writeline ("Socket connected to {0}",
client.RemoteEndPoint.ToString () ) ;

// 8ignal that the connection has been made.
connectDone.Set () ;

NSRBI

uml.org.cn
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3.11

— Server.csproj

— Client.csproj
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4. TcpListener/TcpClient

TCPClient TCPListener

(TCP)
TcpListener
TcpClient  Socket TcpListener
Socket
NetworkStream

NetworkStream
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4.1 TcpListener

IPEndPoint P
TcpListener

m TcpListerner.Start
Start
Stop
MaxConnections

AcceptSocket  AcceptTcpClient
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4.2 TcpClient
m TcpClient
TcpClient
= TcpClient
Connect

TcpClient
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4.3

— TcpLinstener.cs

— TcpClient.cs
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4.4 TcpListener.Pending

m public bool Pending ();
]

— true
— false

TcpListener tl = new TcpListener (ipaddr, port);
tl.Start();

if (!'tl.Pending())

Conzole.WritelLine ("Sorry, no connection has arrived™);
elae]

TecpClient tc = tl.AcceptTcpClient();
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ThreadPool
IsBackground true

QueueUserWorkltem
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— ThreadPoolServer.cs
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5. UDP

UDP

UDP
TCP
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5.1 UDP
UDP
1) UDP
2) UDP IPEndPoint

3) SendTo RecelveFrom
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5.2

= UDP

IPEndPoint ipep = new IPEndPoint (IPAddress.RAny,
9050) ;
Socket newsock = Socket (AddressFamily.InterNetwork,
SocketType .Dgram,
ProtocolType.Udp) ;
newsock.Bind (1pep) ;

mTCP

mainSock = new Socket (AddressFamily.InterNetwork,
SocketType.Stream,
ProtocolType.Tcp) ;
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5.3 SendTo

public int SendTo (
SendTO bvte[] buffer,
int size,
SocketFlass socketFlags,
EndPoint remoteEF

SocketFlags.None
(IP/Port)

|
B~ ww DN
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5.4 RecelveFrom

RecelveFrom

public int ReceiveFrom |

bvtel[] buffer,
ref EndPoint remoteEF

. (IP/Port)
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int recw;
byte[] data = new byte[1024];

IPEndFPoint i1pep = new IPEndPoint (IPAddress.hny, 5050);
Socket newsock = new Socket (AddressFamily.InterNetwork,

SocketType.Dgram, ProtocolType.Udp):;
newsock.Bind (ipep);

Console.WriteLaine ("Waiting for a client...");

IPEndFPoint sender = new IFEndPoint (IPAddress.hny, 0);

EFndPoint Remote = (EndPoint) (sender);

recv — newsock.RecelveFrom (data, ref Remote) ;

Console.WriteLine ("Message received from {0}:", Remote.ToString

Console.WriteLine (Encoding.ASCII.GetString (data,

string welcome = "Welcome to my test server";
data = Encoding.ASCII.GetBytes (welcome) ;

newsock.SendTo (data, data.Length, SocketFlags.None,

while (true) |
data = new byte[1024];
recv = newsock.ReceiveFrom (data, ref Remote);

0, recwv)):;

Console.WriteLine (Encoding.&ASCII.GetString (data, 0O,

newsock.SendTo (data, recv, SocketFlags.None,

Eemote) ;

REemote) ;

recwv));

()):
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byte[] data = new byte[1024];
string input, stringData;
IPEndPoint ipep = new IPEndPoint |

string welcome = "Hello, are you there?"
data = Encoding.ASCII.GetBytes (welcome)

while (true) {
input = Conscole.ReadLine () ;
1f (input == "exit") break;

data = new byte[1024];

Console.WritelLine (stringDatal) ;

1

Console.WriteLine ("Stopping client™);
server.Close ()

r
-

L

server.SendTo (Encoding.hSCII.GetBytes

ITPAddress.Parse ("127.0.0.1"), 9050);
Socket server = new Socket (AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);

mserver.SendTo (data, data.Length, SocketFlags.None, ipep);

IPEndFPoint sender = new IPEndPoint (IPAddress.hny, 0);

EndPoint Remote — (EndPoint) sender;

data = new byte[1024];

int recv = server.RecelveFrom (data, ref Remote);
Console.WritelLine ("Message recelved from {0} :", Remote.ToString

Console.WriteLine (Encoding.ASCITI.GetString (data, 0, recw)):

(input), Remote) ;

recv — server.ReceilveFrom (data, ref Remote) ;
stringData = Encoding.ASCII.GetString

(data, 0, recwv);

(rysz
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int AdvSndRcvData
int recw = 0;
int retry = 0;
while

(Socket =,

byte[] m=g,

EndFPoint ep) {

(true) |

Console.WriteLine

try 1

s .3endTo (msg,
SocketFlags.None,

data

recw

1
catch (SocketException e)

if
recwv = 0;
else 1f
Console.WriteLine
size += 10;
recwv = 0;

}

if

else
retryt+;

if (retry > 4) return

("mttempt #F{O0}",
m=sqg . Length,

new byte[size];
s .ReceliveFrom (data,

(e.ErrorCode == 10054)

(e.ErrorCode =— 10040)

(recv > 0) return recwv;

retrvy) ;

ep) ;

ref Remote) ;

{
/S EEWEEE

[ // HEXRI

("Error receiving packet");

0;
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1) UDP
2) SetSocketOption()
SocketOptionName.Broadcast  true
3) IPEndPoint

IPAddress.Broadcast
4) SendTo()
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public static void Main () | fﬂi?i?ﬁfi?iﬁg} uml.org.cn

Ldvertise server — new Advertise ();

}

public Advertise () {
Thread advert = new Thread (new ThreadStart (sendPackets));
advert.IsBackground = true;
advert.Start () ;
Console.Write ("Press Enter to stop");
string data = Console.ReadLine ();

}

vold sendPackets () |
Socket sock = new Socket (AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);
sock.SetSocketOption (SocketOptionLevel.Socket,
SocketOptionName.Broadcast, 1);

IPEndPoint i1ep = new IPEndPoint (IPAddress.Broadcast, 5050);
string hostname = Dns.GetHostName () ;
byte[] data = Encoding.ASCII.GetBytes (hostname);
while (true)

zock.3endTo (data, 1iep);

Thread.Sleep (&0000);
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